The group key management protocol within MANETs: BALADE

BALADE [Bou 06, Bou 05a] is a scalable group key management protocol, for ad hoc networks, dedicated to secure multicast communications, that follows a sequential multi-sources model: at any time t, there is only one source which sends the multicast flow to the group members, and once it finishes, another source takes over. We wanted to focus on this model of group communications because it is very widespread in the Internet world, and corresponds to the characteristics of several  applications in MANETs, such as audio/video conferences, MP3 broadcasting, podcasting, …
The basic idea of BALADE is to divide the multicast group dynamically into clusters. Each cluster is managed by a local controller which shares with its local members a local cluster key. The multicast flow is encrypted by the source with the traffic encryption key TEK and sent in multicast to all the group members. The source of the group and the local controllers form a multicast group GLC (Group of Local Controllers) and share beforehand a session key. 

For the TEK distribution, the multicast source sends it to the group of the local controllers, encrypted with their shared key. The local controllers forward the TEK to their local members, encrypted with their respective local cluster key. One main advantage of BALADE is that only the TEK is encrypted and decrypted by the local controllers and not all the multicast flow. The decryption of the multicast data is only achieved by the final receivers.

To ensure the integrity and the confidentiality of the multicast flow, a TEK re-keying process must be triggered by the source, at each data semantic unit, depending on the application. For example, a source multicasting a MP3 flow will renew its TEK after every song, and a source streaming a video flow will renew its TEK after every film or chapter. Therefore, the TEK is not changed for each membership event (Join or Leave) but for each data unit, specific to the  application. Moreover, a leave in an ad hoc environment is often different from an exclusion ; members can leave the group because of signal interferences or low resources but still remain in the multicast group. This solution is realistic and pragmatic because it considers the practical requirements of the application. In addition to the group key management, BALADE proposes a management for the dynamicity and the nodes mobility, adapted to the characteristics of the ad hoc networks via the OMCT [Bou 05b] algorithm.

The applicability of BALADE is validated through its implementation in the context of the Jdukebox application.
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